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Cyber Security
Data Privacy: How Boards Can Safeguard 

Digital Assets Today For Success Tomorrow

Let’s first set the scene for our series. Accumulating evidence 

suggests: 

 

 

 

 

 

 

 

Setting the Scene 
By Adam Saunders 

 
 In this Cyber Security series, 

Amrop collaborates with some of 
the industry’s most innovative 

companies as they trailblaze 

through the digital landscape. This 
first insight piece is co-authored 

with Jason du Preez, CEO of 
Privitar, a leader in the 

development and adoption of 
privacy engineering technology.   
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For companies looking to extract value from advanced 

analytics, machine learning and sharing with third 

parties, digital information has become a major strategic 

asset. Burgeoning volumes of it are now being amassed, 

much containing proprietary and highly sensitive data. 

Employee records, banking transactions and trade data 

are just some examples. 

But every asset has its price. Growing concern for 

customer privacy is restricting access to sensitive 

information and proving a barrier to innovation.  

Incoming GDPR regulation which calls for ‘privacy by 

design’ will put further compliance pressure on firms. 

The era of the Data Protection Officer (DPO) is upon 

us, and one of his or her key functions is to ensure 

customer privacy.  

 

 

 
 

 

Now is the time to put privacy at 

the top of business agendas. 

Complying with the regulation is 

something we're preparing for, 

alongside every other 

organization around the world 

that handles EU citizens' data.”  

 

Kevin Ellis  

 

 
At Barclays we consider it a 

critical duty to protect the data 

which our customers and 

clients hold with us. We believe 

the quality of a bank's security, 

which is intrinsically linked to 

trust, can be a sustainable and 

strategic point of service 

differentiation today.”  

 
John McFarlane  

“ 

” 
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The Ripple Effect of Data Breaches

What did MySpace miss?  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

Insurance is the business of 

trust. You are trusting that 

when something goes wrong, 

when you probably need help 

the most, that your insurance 

will make sure you recover. 

This trust is not just between 

the consumer and the insurer, 

but also necessary between 

brokers, loss adjustors and 
other claims handlers.” 

 

Richard Ward   
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Data breaches take a toll at the top   

 

 

 

 

Data privacy is a major part of 

our proposition and is central 

to our success. Policies alone 

don’t provide the reassurance 

and confidence which 

customers demand. Users 

should experience it as part of 

their relationship with the 

company… 
 

… that’s why data security and privacy impact almost everything we do, from internal 

procedures to customer service, technical security, product development and marketing. If you 

get it right, customers should feel certain that their data is properly handled and secured in 

every interaction with your business.” 

 

Robert Glynne |  

  

“ 

http://www.startribune.com/local/262727811.html
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Breaches are most often caused by insider action – whether 

accidental or malicious. At the same time, a new market has 
emerged for personal and sensitive data, incentivising criminals 

to buy cyber-attacks against companies. In this section, we give 

strategists a technical apéritif to some of the key measures that 

can be taken to counter the problem. 
 

Breaking Links 

 

Example use case |         

Leveraging public cloud  

Although the cost per bit of 

data storage and processing is 

going down, volumes are 

rapidly increasing, making 

data infrastructure a significant 

cost.  

Many look to the cloud as a 

cheaper and easier way of 

managing resource, but are 

held back by concerns over 

data protection. For these 

companies privacy 

engineering offers a way of 

managing, reducing or 

removing the associated risk, 

allowing them to safely 

leverage public cloud 

infrastructure, and so reduce 

costs and increase efficiency.  

 

An Insider’s Guide to Data Security 
By Jason du Preez |  



 
  

Digital Leadership:  

 
 

7 
 

 

 

— 

— 

— 

— 

 

 
 

 

General Data Protection 

Regulation (GDPR)  
 

All organizations handling 

personal data must be 

compliant with the new GDPR 

by the 25th May 2018, or face 

fines of up to 4% of their 

global revenue.  

 

The GDPR aims to pave the 

way for the digital economy of 

the future by establishing the 

rights of individuals and the 

responsibilities of those 

handling their data. Amongst 

other changes, it mandates 

Privacy by Design principles; a 

foundation of privacy 

engineering.  
 

 

 

Companies need to understand that in a data breach situation they will be 

judged on an ex-post basis and will need to demonstrate that they had done 

all they could to prevent it – regardless of whether they technically had 

responsibility for data security. Boards need to ensure they have taken that 

into account as part of their governance role.”  

 

Jerry del Missier |  

 

“ 

https://www.privitar.com/listing/an-introduction-to-differential-privacy
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The potential (and often all-too-real) 

repercussions of a lax approach to data 

privacy mean that senior executives have a 

clear and present responsibility to ensure a 

better approach across the organization.  

Whilst the DPO will be integral to an organization’s approach to privacy, and may 

own it, DPOs and CDO/CIOs need to work together on organizations’ privacy 

engineering strategies.  

Privacy by design, as mandated in the GDPR, promotes the incorporation of privacy 

and data protection compliance in the early stages of any project and throughout its 

lifecycle. This means that certain roles within the company will have specific 

responsibilities in addition to those held by the DPO, CDO and CIOs, as indicated in 

the matrices overleaf. 

The Race For DPO Talent  
By Adam Saunders and Jason du Preez  
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Digital Leadership Matrix 

Board - responsible for setting overall 

digital strategy, managing reputation, risk 

and ethics.  

CDO and CIO - work together on privacy 

engineering strategies. 

DPO – Under GDPR regulation, a compulsory role for companies with personal data as their 

core business, ensuring compliance with data protection law. The DPO is responsible for data 

protection compliance. 

Analysts and data 
scientists 

Legal & compliance 
specialists   

Data engineers 

Will need to be able to 
access data securely, and 

to understand and control 

how best to apply privacy 

engineering techniques to 

maximise data utility. 

Will want to have 
confidence that the 

organization is meeting 

and exceeding compliance 

regulation. 

Will be required to build 
privacy protection into the 

data platform at each 

stage of the data pipeline. 

Digital Competency Matrix 

Board – ideally integrate a digital/technological 

Non-Executive Board Member, whose role is to 

catalyze and guide in critical areas8, including 

cyber security and data privacy. At minimum, 
ensure his or her input to board meetings and the 

board agenda in either live or written form. Assign 

a dedicated Strategy Day to connect the Board 

and Executive Management on the 

digital/technical theme – outside the boardroom. 

Install a formal coaching system – regular sessions 

between a board and Executive Management 

team member (CDO, CIO, or DPO). 

CDO and CIO – A ‘T-shaped’ profile – 

hands-on experience of IT culture 

change, plus a broad, ideally 

international, track record in areas 
such as digital disruption, 

accelerating innovation, and fine-

tuning customer-centricity8. Must 

have a clear perspective on 

managing online security risks. 

DPO – expert knowledge of data protection law and practice, enabling him or her to deal 

effectively with all data protection matters in a timely way. S/he must inform and advise 
relevant stakeholders (controller, processor, employees processing personal data) on GDPR 

obligations, and monitor compliance, adopting an advisory and consultative role. 
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Innovation and Safety Go Hand-in-Hand 

Board Agenda: 5 Steps to Embed Privacy into the DNA of Your Business.  

1 Ensure the CIO or CDO has a clear view of the sensitive data held by the organization, 

and what is currently being done with it. 

2 Consider and agree upon the data needs of the business – these could include data 

science/analytics, innovation, development and testing, IT, research – the key is to 

understand who will need access to the data, and to what level.   

3 Assess and define privacy policies -This will generally be the responsibility of the legal 

team, or DPO, working closely with the CIO or CDO.  

4 Apply technical controls to mitigate privacy risk, and to bring consistency and full 

accountability to the governance of confidential data. 

5 Train teams about the privacy risks when handling sensitive data, and how best to 

manage those risks.   

Preserving your customer’s right to privacy and the protection of their data will be a 

clear competitive differentiator for the data-driven companies of the future.  

  

Conclusion 
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About Amrop About Privitar 

www.amrop.com www.privitar.com 

Sources 
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